Identity theft Quiz

First American Bank

Are you at risk for Identity Theft?
Test yourself — are you doing everything you can to protect your identity?
After you take the quiz, visit First American Bank’s

Security Center and Education Center
for tips to help reduce your risk of being victimized.
Start at www.bankfirstamerican.com
Yes No

1. Do you carry any form of ID listing your Social Security number—including insurance cards—in your purse/wallet?

 

2. Do you provide your Social Security number upon request? Are you asking why it is needed and how it will be safeguarded? Can anyone overhear if you give it out over the telephone?

 

3. Do you share personal information with individuals conducting a phone survey?

 

4. Do you carry PIN numbers or passwords in your purse/wallet?

 

5. Do you use easily discernible information for your PIN such as birthdays, phone #, mother’s maiden name, etc?

 

6. Do you carry all your credit cards in your purse/wallet—even those not used frequently?

 

7. Do you send or receive personal mail from an unlocked mailbox or basket?

 

8. Do you donate or dispose of personal computers, PDAs or cell phones without destroying the hard drive?

 

9. Do you review bank statements promptly, reporting discrepancies and suspect transactions to the bank immediately?
Do you reconcile your checking and credit accounts at least monthly?

 

10. Do you leave your purse/wallet unattended, or in your vehicle?

 

11. Do you secure checkbooks and financial documents so not accessible to visitors, contractors, etc?

 

12. Do you shred unwanted credit card offers etc. before discarding? Do you shred expired cards?

 

13. Do you shred all documents containing sensitive information before discarding?

 

14. Do you work where there are no background checks on employees?

 

15. Have you installed an anti-virus protection software on your computer? Do you update it frequently?

 

16. Does your personal computer have firewall protection? Do you check for patches and updates at least monthly?

 

17. Do you know how to identify if a website is secure?

 

18. Do you share your username or passwords with others?

 

19. Do you keep account numbers, PINs, passwords etc. unsecured near your computer or phone?

 

20. Do you reply to emails from unknown individuals or companies? Do you open unsolicited email attachments or links?

 

21. Do you verify cashier’s checks/money orders through your financial institution? Do you accept cashier’s checks or
money orders written for more than the expected amount?

 

22. Do you use public computers to access confidential information?

 

23. Do you log out of online sessions requiring a password/login process—and before opening other non-secure windows?  
24. Do you order your free credit report?

 

25. Do you keep up with scam alerts such as phishing? Go to our website: www.bankfirstamerican.com

 

